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Executive summary

This paper analyses potential challenges to freeafoepression in a ‘digital city’ in Brazil.
It focuses on questions of affordable access towonications, the neutrality of
communication networks, and protection for the righfreedom of expression.

Theintroduction sets out the reasons for focusing on the Munitipaf Sud Mennucci, a
‘digital city’ where the local government providiesernet access. The aim is to explore
whether and how such ‘digital cities’ are operatimghe public interest, maintaining the
neutrality of the network and respecting the rightreedom of expression of those who use
its infrastructure. It provides contextual infortioa about Sud Mennucci and its digital
programme, and describes the methodology and sifdpe research undertaken.

Thefindings and analysisinclude discussion of the following areas.

The Municipality is facing a range of technicalgsities and challenges in providing access
to its citizens:

e There are service quality problems because thdad@ibandwidth is not sufficient at
peak times. Users experience low service speediighdevels of ‘down time’. The
network is not compatible with portable devicese Blystem architecture and
equipment are under review.

e The fact that it is a free service appears to disage competition and may slow down
improvements to service quality.

e It depends on one telephone company for its limkstae service is therefore
vulnerable to technical problems.

Patterns of internet service use today indicateifsignt benefits, including: better public
education outcomes; improved record-keeping inipw@gencies; and improved consumer
awareness that leads to lower prices for some gaodservices. The internet is increasingly
used for social networking, particularly among#t yjounger generation, but it is so far little
used for political or democratic purposes; a celtir personal, face-to-face campaigning
dominates.

Reflections on the implications for freedom of eegsion highlight the importance of careful
data handling to ensure the protection of privadyen local government takes the role of
internet access provider. There was some evideingelitical anxiety about this research,
and of a reluctance to provide information.

The conclusions suggest that the Municipality’s provision of imtet services has not yet
affected people’s experiences of and participatiatemocracy. However, there are structural
challenges that must be addressed to ensure tlhiatese promote participative and
transparent processes; consider the exercise adaegy from the outset; and ensure that the
exercise of human and social rights is an expbisjective. This work points to the need for
deeper analysis of the impact of monopolies inctafemunications on the right to freedom of
expression. The imbalance of power between privatepanies, local political élites, local
governments and organizations represents a keleogelto the democratisation of the
internet and its full appropriation by society gsuiblic space, within a framework of rights.

The report ends with a full list of references used



1 Introduction

This paper considers the potential challengesatediom of expression in a municipal ‘digital
inclusion’ programme in the town of Sud MennucgiSido Paulo State. It was the first
Municipality in Brazil to implement a wireless imtet network and since 2003 has offered
free internet access to residents and local bustise$t and other ‘digital cities’ have been
cited in Brazil and elsewhere as models of goodtm®in democratising access to the
internet.

This research considers the physical, connectarity content layers of the communications
environment. While local government is helping torpote affordable and equitable access,
this is the first study to consider whether and Isonh ‘digital cities’ are operating in the
public interest, maintaining the neutrality of tietwork and respecting the right to freedom
of expression of those who use its infrastructure.

We believe one of the challenges of community nette/@s to strike a balance between the
private interests of the local access providere-gbvernment, with its economic, political
and technological power — and the public interdéistBrazil there is no regulation yet to
guarantee that local governments’ provision ofrimé¢ access and services must respect
citizens’ rights to freedom of expression. Nor sloegulation guarantee the right of
opposition parties, the local media or any citindm may criticize the local government
freely to produce and disseminate online content.

We believe it is important to observe and monit@r behaviour of local governments in
relation to freedom of expression and transpardandieir role of internet access providers.

1.1 Context

The small town of Sud Mennucci is located in thetm@astern part of S&o Paulo State, 614
km from the capital city. It has only 7,714 inhalits scattered about an area of 596 km
(IBGE 2007). Occupation in the region started vaitming families in the early 1940s. The
village soon became the district of Pereira Barnetach was called Pioneiros (‘Pioneers’).
Emancipation came in 1959 and with it the name et@smged to Sud Mennucci (in homage
to the professor and journalist Sud Mennucci, 18928), as there was already an older
district with the previous name. The Municipalityw also includes the district of
Bandeirantes d’Oeste.

Sud Mennucci’s gross domestic product reached R$@dlion in 2005 (about US$ 39.2
million) (IBGE 2005) and the per capita income WR$12,695.17 in 2004 (State
Government Secretariat for Treasury 2004). In 1®80gar cane mill was built, bringing
alcohol, sugar and energy production into the lecainomy alongside agriculture and cattle
breeding. Over 16% of local businesses are now; f@st food places and ice cream shops
(Municipal Tax Department, 2005). Sud Mennucci these bank agencies, three inns, two
newspapers, and five dental clinics.

The population is served by two municipal publialte care centres and one private one.
Over 2,000 children and young people are enroiiatie four pre-schools, three basic
education institutions, and one secondary learmsigfution. In 2007, Sud Mennucci was
highly ranked in the Basic Education Developmedek(IDEB), an evaluation by the



Ministry of Education and Culture of public educatibased on school results. It was rated
6.0, far above the Brazilian average of 3.8. Orlycities of over 4,000 evaluated achieved
that rating.

1.2 Becoming adigital city

In 2002, the Municipality was the first in Brazil implement a wireless internet network.
Initially this was for use by the local administoat only, but in 2003 the service was offered
to the population free of charge. The impetus liermunicipal administration’s investment in
the project was the possibility of reducing intéraecess costs. Up to this time access had
been over long distance telephone connectionseas tas no local access provider.

The initial investment was R$ 18,00ith the Municipality’s annual revenue around R
million, according to data from the local mayorcéntract was signed with the company
Telefbnica, which installed an access link in thg &Vith two antennae, servers and radio,
the signal was distributed over wireless technalaggally to ten public administration
locations. The monthly cost during the first yeasviR$ 1,800.

In 2003, the network was opened to the populaBySeptember 2004 there were 82
registered locations and over 300 by December 280& monthly cost of R$ 4,400. In
November 2005, the Municipality acquired new equeptrand installed the old equipment in
the district of Bandeirantes d’'Oeste, 20 km awagyJBly 2006, Sud Mennucci had 426
points of access and the district had?37.

In 2007, now with 600 points of access, the sysies restructured to include new servers,
longer reach radios and antennae, and a new 40ar {o&placing the previous 18m one).
Total investment in the project reached R$ 100;0@0-elatively low figure considering that
those resources enabled free internet accessgimodhpart of the population.

Currently, two networks meet the local demand. noides an intranet to municipal
administration agencies with 5.8 GHadios, and the other serves the community wihia
GHz frequency. The distribution capacity of the Fiisignal is up to 1,500 access points.

Citizens can access Sud Mennucci’s free intermetigtess points in public schools or the
municipal library. A free private connection iserd to residents, provided they have no
outstanding issues with the Municipality such asdebts or ongoing judicial proceedings,
and provided they also have a computer with a coilripaperating system and network
card. The service is limited to 64 Kbps per acpesst, i.e. quite a low speed. A final
requirement is that they must apply to the Muniliipa protocol sector, that is, the
department responsible for the register of users.

Businesses may also use the municipal network withbaying a fee to the local
administration. They may use the network to offeeahanced service to their customers, as

1 Brazil's currency is the Brazilian real or R$S 81 = R$2.3 approximately.

2 Information available on the Sud Mennucci Mupedity web site: www.sudmennucci.sp.gov.br

3 GHz (Giga hertz) is the unit measuring processternal speed. One GHz is equivalent to a billigcles
per second. One Mega hertz (MHz) is equivalentroliéon cycles per second.
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bars and cafés do, or charge a fee for the senvic&ud Mennucci three ‘LAN housésio
this and charge an average of R$ 2.00 per hour.

The Sud Mennucci digital inclusion project has berrated and developed locally, not as the
result of any specific law. Each year a specifictipa of the budget is allocated for the
project, which continues to grow.

1.3 Methodology and research questions
This research set out to consider:

e the impacts of the digital inclusion programmedonsumers, businesses and public
services

e the costs and challenges of providing the serwaduding technical, infrastructure
and competition issues

e the role of the internet in the local communityluding local democracy

e the implications for freedom of expression.

These research questions will help to shed lighterstatus of the Freedom of Expression
Project Principlesin Sud Mennucci and potentially in other digitiles, helping to identify
which factors need to be addressed in order foptimeiples to be upheld. The Principles of
particular relevance to this research are the\iolig:

¢ In the physical layer of the communications envinent: All people should have
affordable and equitable access to the means eivieg and disseminating opinion,
information and culture.

¢ In the connectivity and code layer: Networks shdaddneutral’ in the sense that the
flow of content should not be subject to unduerbiteary discrimination for
monetary, cultural or political reasons. Contsil®uld not be embedded in networks
themselves.

e In the content layer: The right to freedom of eggien should be protected. The
expansive definition of Article 19 of the ICCPR sitbbe used which includes
positive rights and associated responsibilities.

1.4 Summary of the methodology

The research was conducted through stakeholdeviewes and analysis of existing
information. We rigorously investigated and checké#dhe information at each of these
stages: preliminary research and first intervievasemmail and or telephone; face-to-face
interviews; checking the information gathered;Hertresearch and writing the report.

The work began with preliminary research on thermtt to gather as much information
about the city of Sud Mennucci as possible, inglgdiocio-economic, cultural and political
aspects, and also about the municipality’'s expedes a ‘digital city’. We reviewed

4 LAN houses are commercial spaces similar to cghffs. The majority of users play games in a LAcah
Network (LAN). LAN houses also provide internetass, charging for set periods of time.
5 The Project’s Principles and research are aailawww.freedomofexpression.org.uk
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institutional websites — such as those of the ey, the State Government and the Brazilian
Institute of Geography and Statistics (IBGE). Walgsed news portals, blogs and social
network websites. After processing the availabfermation, we conducted the first
interviews with local authorities, including thetCouncil and some of the elected
representatives. We had phone conversations witlesentatives of the Executive, including
the elected Mayor, the former Mayor and several iglpal Secretaries.

The next stage was to visit Sud Mennucci and cani@dwee-to-face interviews. The research
team made further contacts and, in addition toesgmtatives of the Legislature and the
Executive, interviewed cybercafé users, students) workers, small business owners,
teachers, trade union representatives, journamsisgprofessionals involved in the
implementation of the internet network in the mupadity.

The team then checked the information obtainedfircoimg it with new internet searches,
and enhanced some of the data with further intesvi@s new information arose. We
encountered some difficulties in the interview @sabecause some of the people contacted
were reluctant to answer all our questions. Onege(a former technician of the
Municipality) refused to talk to the researchettse-s now the owner of a private Internet
Service Provider in Sud Mennucci.

1.5 Selection and conduct of interviews

We selected the first interviewees based on thdteesf our internet searches, which
identified individuals involved in the network ingrhentation process. The first interviewees
suggested other names to contact, and City Hdlledt provided information about people
who should be heard. We interviewed a total of &8gbe were interviewed, taking care to
include representatives of the local governmentthadpposition parties, leaders from civil
society organisations (although they are few), estis] internet users in general and
representatives of private companies that off@riet services commercially.

Theinterviewees were:

Valdolicio Bazilio, president of the Union of theukicipal Public Servers of Sud Mennucci
(Sindsud)

Paulo Calmon, student

Vereador Elias Couto (Progressive Party)

José Fernandes, employee of Pioneiros Bioenergia{@ company)

Leandro Luiz Ferreira da Silva, journalist

Kétia Fonseca, manager of FTD Comunicacdo de Dgvaite company)

Kellen Frota, teacher of the municipal school

Vereador Luiz Garcia (Workers Party)

Fernando Giacomello da Silva, student

Célia Azevedo Gimenez, member of the Council foitdEén and Youth

Gerson Guimaraes, student

Cléber Batista Leal Junior, student

Rogério Nogueira, employee of Solugdo Informatprévate company)

Marcos Izumi Okajima, Municipal Secretary for theoBomic and Social Development;
Marcelo dos Santos de Paula, employee of PionBienergia (private company)
Fabio, technician of FTD Comunicagdo de Dados §eicompany)



Wagner Silos, proprietary of Tecnomega — Redestbetee Seguranca da Informacao
(private company)
LAN house attendant.

The interviews were carried out between 15 Octalnelr15 November 2008. They focused
on five main questions:

4,
5. What other possible uses of the internet shoulb&tered?

1. How do you evaluate access to the internet in Sedricci?
2.
3. What problems (general and/or specific) do youtifigim relation to access to the

How do you use the internet?

internet in Sud Mennucci?
What should be improved or corrected?

We analysed the information as follows: evaluatiohthe interviews by both researchers;
further analysis and discussion of the findingswitiite research co-ordinator; explorations of
the different points of view presented; comparisoin®cal data and experiences with those
of other municipalities and with Brazilian legistat; and evaluation of the data and reports
collected on the internet.



2 Findings and analysis

2.1 Priorities and challenges for the Municipality

The operation of the service has presented vatemical challenges for the administration
and its partners.

2.1.1 Internal priorities and challenges

The implementation of the internet in Sud Mennuas taken place over three municipal
administrations, of the same political party. Therent mayor, Celso Junqueira of the
Brazilian Social Democracy Party (PSDB), was tleeymayor in 2002, elected head of the
local Executive branch in 2004 and re-elected 6820

The Municipality has sought to use the growth teinet coverage and use to strengthen
public policies. Besides the gains in educationtinerd above, for example, the
Municipality has created a single online file farch citizen, as the basis for all public
municipal agencies’ information.

Local community health services are in touch willd% of families, according to the
Secretariat for Economic and Social Developmer8waf Mennucci. In a local policy that
has attracted the attention of other municipalidied public service managers, the
administration plans to use this 100% coveragé@abasis for collecting other information
about citizens’ needs. The plan is to transforaithecare workers into ‘social’ workers with
a broader remit, who will pay monthly visits to bawusehold in order to keep a record of
citizen needs. If the project is implemented, thenMipality intends to use the public
network internet. The administration has securesitio portable computers to enable
workers to collect and post information about elashsehold’s needs.

However, the internet access technology adoptéteicity has some challenges and
limitations. The system was designed to work orbih&s of fixed access points and an
external antenna using a radio frequency signala$t not designed to ensure connection for
mobile equipment such as notebooks, smart phondss@on.

According to the Secretariat for Development, thenMipality has three main antennae,
each designed for 250 to 300 access points. Thetddat’s preliminary data shows that in
2008, the system grew to reach more than 1,30GagueEnts. With around 1,750 households
and around 30 new users per month, the Municipbétieves that it will reach coverage of
nearly 100% of households by the end of the fitstrter of 2009.

Current demand places the system close to satoyatith the main difficulties occurring in

the peak hours, mainly between noon and 3pm. Tikeret enough bandwidth (capacity) to
support heavier use when more people are connéldtednain problem is that the

bandwidth available is divided among too many usering these periods, restricting the
amount of information they can exchange. In addjtibe equipment that distributes the
internet signal has a limited distribution capacithen the number of people connected
exceeds that capacity there are connection probiens®me users. A further difficulty is that
the transmission of the internet signal is via@adihich means that there are some obstacles



such as buildings, mountains, and so on, and lédhere is sometimes interference
between different users’ connections.

The municipal administration understands that tioblem is indeed related to simultaneous
access by many users, because the current avéilabtrvidth (12 MB) is still insufficient,

as assessed by the Secretariat for Developmentréiog to municipal technical staff, the
current available link for Sud Mennucci is distribd as follows: 8 MB for the population in
the central Municipality, 2 MB for the district 8andeirantes d’Oeste, and 2 MB for the
municipal agencies. Out of the total available lveidth, consumption would be around 60%
during the municipal agency’'s working hours, wheragtimes that do not match municipal
agency working hours, the central population h&ndwoader bandwidth, increased from 8
to 10 MB, since the Municipality makes no use sfatvn allocated 2MB during these hours.

2.1.2 Proposed solutions to internal challenges

The Municipal Secretariat for Development plansriplement a new technology in 2009,
which will be able to overcome some of the cityfs/gical obstacles to internet signal
transmission and thereby connect portable devicasmore satisfactory manner. The
Municipality intends to test the technology of teeaeli company Wavion. This would relay
the main data signal sent over municipal antensae,could therefore overcome obstacles
such as walls, though the Municipality still cansay it will overcome hills and other larger
potential barriers.

The equipment currently under consideration woldd anprove the quality of the internet
services. The equipment would be in cells distedwacross the city, each one supported by
a municipal building or even on electric grid po{psles that support overhead electric
cables). Each cell would have a capacity similahé&current central antennae, but according
to the Municipality, would provide better transmagscapability and also have the advantage
of using the same frequency as that currently bya@sidents’ access points. This would
overcome the problem of bandwidth saturation dupegk use hours, described above.

According to FTD (Wavion’s distributor in Brazilyhen more users seek connections
simultaneously, mutual interference between devigeders connectivity. They understand
Sud Mennucci’s current connection problems mayedrism this mutual interference
between devices in use, which eventually uses uppthe available bandwidth. Other
possible causes could be that the Municipalitytseas point is saturated or that available
bandwidth is not enough for current local needse Wavion device is capable of adjusting
to peak demands by improving signal quality.

FTD calculates that one in every ten users is nityroaline. Estimates of the necessary
bandwidth for the Municipality should take thisaraccount, together with how much of this
bandwidth will be allocated to each user. The camypstates that large internet access
providers, such as Telefonica, Embratel, NET ahenst usually estimate that, on average,
one in every 20 existing users is using the servibat they believe this is an underestimate
that adversely affects service quality.

FTD, which also works with equipment from othemsaational telecommunications
companies, sees advantages in Wavion’s technoldgyequipment uses Mimo technology
(multiple input and multiple output), which bringg signals coming from a single reference
together and sends them in aggregate form, theyebgrating broader bandwidth.
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Furthermore, according to FTD’s technical stafé fioposed Wavion model (WBS-24p0

has greater reception sensitivity, far superiadhtd of conventional access points such as
those now available at Sud Mennucci, and which deliyer up to three times better
reception capabilities. The equipment is desiged ®0% outdoor installation and prepared
to resist weathering. Finally, the WBS-2400 hagrithistion capacity of up to 32 MB, so if

the municipal link is enhanced beyond the currénMB it will still be able to distribute the
new signal. Considering the Municipality’s propd ggogramme for healthcare and social
workers, and users seeking connectivity for modiild portable devices, the WBS-2400 does
not require external antennae to capture the sigithin a 500 m radius and enables direct
access to the internet.

The Municipality also believes that the new tecbgglwill lower costs of internet service
provision. Since each cell would serve at lea$t 2fuseholds, five are likely to suffice for
the entire city. The estimated cost for each Wadevice, composed of a radio with five
antennae, is approximately US$7,500. The Munitipeélculates that an investment of US
$10,000 including labour and installation would ma&ach cell fully operable. For the initial
five cells, total investment would be US$50,00@#irtually the entire city. This would
enable the planned digital information programnresficial workers as well as other
applications. The project is being consideredetvesup to 2,000 households, so that the
Municipality will not need to make further investmer changes for a long time.

According to the Secretariat for Development, Watd@quipment is distributed in Brazil
exclusively by FTD Comunicacdo de Dados — a comjpasgd in S&o Paulo that provides
technological solutions for internet connectivitythe region of Aracatuba, a city near Sud
Mennucci, Tecnomega is FTD's local vendor. Conaegithe services focused on Sud
Mennucci's equipment and network infrastructure, Municipality holds a contract with
Solucgédo Informatica

Aragatuba’s Tecnomega works on Sud Mennucci'saligiclusion project on various fronts,
such as in the development stage and in asses& st technologies for applications. It
also participates in feasibility studies and impdertation, which, according to the company
owner, is being replicated in other cities. SotugEormatica is their partner in the Sud
Mennucci project as well as in these other iniigdi doing mostly field work. When it comes
to the purchase of equipment such as Wavion, npalites either buy from Tecnomega or
directly from FTD.

In Sud Mennucci, Tecnomega started to collaborite the project at the end of 2006. The
company owner sees the provision of services td/iineicipality as a way to address some
of the technical problems, for example in incregsincess. The company confirmed that the
main purposes of the tests in November 2008 wenegiasure how many Wavion units

would be necessary to provide complete coveraglesodity and to ensure a structure for the
public services conceived by the Municipality afties system improvement.

2.1.3 External priorities and challenges

Sud Mennucci is promoted as a pioneering projeBrazil and even internationally, so it is
perhaps unsurprising that some of the difficultidaces are rarely discussed or publicized.

6 This unit was launched in late November 2008atrttie time of writing had not yet been installediy
Brazilian city.
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While the Municipality faces technical challengescerning its own network, such as
saturated peak hours and the physical barrieatsatfaces limitations as a result of external
factors, resulting from the region’s limited telewmunications infrastructure.

Broadband internet services, such as Speedy aad, \éffectively came into the region of
Aragatuba only three years ago. Sud Mennucci, hewéas no broadband network yet.
According to the Municipality, this is explained the fact that such a network is financially
uninteresting for Telefénica, the owner of the asftructure that brings the internet to the city.
The administration calculates that the investmequired to create a local cable broadband
network would be similar to that which the Munidipaplans to invest in the new radio
transmission cells. The financial returns for T@téca would not justify this, especially with
the municipal administration, as its main competpooviding free access. The great
advantage of Telefonica’s service is that it wdodddistributed via cable and would thus
guarantee a better internet signal, with fewerriatences. However, the installation of
cables throughout the municipality would be seveéna¢s more expensive than the structure
for radio transmission.

As explained by the Secretariat for Development,ititernet only had one dedicated fink
offered by Telefbnica, which was the infrastructimigally used in Sud Mennucci’s digital
inclusion project. In mid 2008, the Municipalitg@ed a second dedicated link, provided by
the state’s data processing company Prodesp. deBpdink is normally made available to
municipalities within the state of S&o Paulo sd fhublic and state agencies may access state
government web sites, the government’s internatoe, and so on. The municipal
administration of Sud Mennucci received the new tmuse as they saw fit, making it
available for universal access projects in the city

This alternative municipal access to the interhetyever, has a significant difficulty. This
link also comes to Sud Mennucci through Telefomighles, so the city is effectively tied to
the Spanish company. This research project comtalseecompany for clarification, but they
did not return the information requests we sentthe

As part of the privatization of Brazilian telecomnications, Telefénica won the important
1998 tender for state-owned Tel&spnd is now harvesting the profits from this iritest
structure and power. In Sud Mennucci, any probiéth the dedicated links available to the
Municipality becomes a generalized problem: batkdiare down together, leaving the entire
city with no connection. That is what happeneduly 2008: the Telefonica system was down
in several regions of the state and the Sud MenMgnicipality, and for 36 hours residents
were totally deprived of the connection to therinés.

During the blackout, the Municipality relied solely Telefonica’s dedicated link. Prodesp’s
link — also based on Telefénica’s infrastructungas not yet in place. According to the
Secretariat for Development, the fact that the leéigt an internal network (the

7 A dedicated link is a direct and exclusive cottioecvia radio, wire or fibre-optic cable betwesvot
computer networks, with a predefined bilateral leidth (in bits per second) agreed by the two neksior
In this case, the dedicated link was between tlieNsennucci municipality and Telefénica.

8 During the Fernando Henrique Cardoso governnignes{dent of Brazil from 1994 to 2002), severateéSta
companies and services were privatized. Telephasyame of the most important areas, attractingbsl
of R$ and huge international companies interestextguiring both the rights to offer telecommurimat
services and the state companies. Telesp was thB&éo State telephone company, one of the most
important in the country, serving the richest stdtBrazil. It was bought by Telefonica.
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administration’s intranet, on the 5.8 GHz netwdréJl one advantage for the city at that time.
The single citizen file system, for instance, istead in the municipal server. So the
administration did not face problems in maintainingir own data, appointments and public
services because although the internet was dosvawih intranet was not.

Yet the situation strengthened the view that attBves are needed for some municipal
administrations in the region — which may also éensas competition — given the dominance
of Telefnica services in the area. Sud Mennwii dialogue with other private companies,
such as Embratel, owned by Mexican multimilliona&rlos Slim and equivalent to
Telebras, Brazil's main company in the industryobbefprivatization.

A coalition of municipalities in north-eastern S&aulo has entered into preliminary talks
about creating a broadband internet ring betweein tities, which would be interconnected
via wi-fi or via a network linking all municipal bheorks. They have also had initial
discussions about this with federal government depents, such as the Ministry of
Planning’s Secretariat for Logistics and Informatiechnology (SLTI). The SLTI was made
available to all municipalities to study the issB8ed Mennucci's Secretariat for Development
considers that this integration could create bé&n&r the region, such as the development of
integrated information systems or stronger jointkirtg on health care — provided that an
inter-municipal internal network would not go dowmrthe event of any future Telefénica
system failure.

Local residents in Sud Mennucci complain about dowa and overloads in accessing the
internet, and such complaints suggest there ipahential for other suppliers to offer the
service. This is how a second, private, providene#o appear in the city, as an alternative to
the Municipal offer, with some 80 users.

The individual in charge of this service has workethe internet access system originally
offered by the Municipality. He later started higrobusiness, on a similar basis to the public
project. This research sought to get a better wta®ding of how this private provider
operated, the services offered and their coststtendifferences attracting users to paid
services in a city that provides free internet asde local residents. However, the
entrepreneur did not respond to the questions agked after a visit to the city in early
November 2008 (when he cancelled our appointmerdrianterview). For three weeks we
made relentless efforts to obtain information el@phone calls and email, but received no
answer.

Tecnomega, one of the Municipality’s partners i digital inclusion project, suggests there
are no grounds to believe that the private providiars a better quality service than the
public one.

A LAN house owner in Sud Mennucci says he startedbisiness by paying the local private
provider R$ 80 per month. A year later, he decigeahigrate to the public provider since
there was no significant difference in the quadityheir connections. The business offers
eight machines with internet connection, printed aoanner services and online games.
Regular customers are lower middle class younglpe®ipo do not own a home computer.
Other people also use the service whenever therehmnnections are poor (the building is
only 50 m from the transmission tower), as do pedalvelling to the city for the service.

12



Although he can use the public provider for frée, business owner complains about the
connection speed (128 kbps). He would rather pag faster connection, but the existence
of a free, public provider discourages new, higheality private providers from coming in.
Businesses using the public provider constitute(@8arly 100, in absolute numbers) of the
total users registered at the Municipality.

2.2 Service use today

Municipal access to the internet is enabling a watege of uses: business, services, research,
studies, correspondence, dating, gossiping, eilegrohat, payment, shopping, and so on. A
quick walk about the city reveals that the entiopydation is either using or is willing to use

it. For instance, at the city’s major steak hotise,cash register operator had fun using Orkut
(a social networking site) while waiting for thexbeustomer to pay the bill. But there are no
blogs yet, of any kind: political, cultural, opimipeconomic, or even gossip. Local
newspapers do not have pages on the internet argwas minimal use of the network for
municipal election purposes in 2008.

2.2.1 Benefits to the city

The internet has delivered some real benefitseaity. For example, the five-member
Council for Child and Adolescent Guardianship keapsg book of reports and incidents.
Before the advent of the internet, council memiheis to photocopy their materials and
physically send copies to the State Attorney Offloternet access has enabled them to make
a leap forward in the quality of their work, alselfing them to keep abreast of any new
developments and to follow up on state and natipodtical issues.

At Sud Mennucci's Municipal Public Servants Uni@irdsud), the current opinion is that

the internet represents a major gain for the pajoman general. For the Union specifically,
the absence of fees is seen a key structural bethefugh the wavering signal leaves users
somewhat dissatisfied. Union board members usmtémet for email, banking and for

their regular interactions with attorneys. Otheses include research and support services in
the legal department and keeping in contact wikieiobrganisations, both in Sdo Paulo State
and nationally. Sindsud’s assessment is that latdras helped the Union to strengthen their
campaigns, although their president does not yet hacess to the internet: employees are
the direct users of the technology, in constantroamication with the executive board.

2.2.2 Generational differences

Young people are the most regular network uset, wgher levels of access. Older
generations use the network less, and focus on-retaked matters. Removing barriers to
access and promoting the older generations’ usigeahternet present further challenges for
the pioneering municipal administration.

This situation is illustrated by a conversationesn two interviewees in this research, both
bus drivers taking workers to the sugarcane figds supply the local mills. The mills

employ some 200 drivers and 1,500 choppers duangeist time. One of the drivers,
approximately 50 years old, did not have a compyserHe intended to acquire one by the
end of the year, for his daughter to use for samy research and he planned to learn to use it
himself. But his younger workmate, virtually hhl§ age, did have a computer, purchased
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from a local shop because it could offer mainterdacilities. He stated that he usually used
the machine in the evening after work as the caiomeds better. His sister also used fit,
mostly to study as she was finishing secondary &thrtand preparing to go to college.

2.2.3 Commerce

Commerce has seen important changes with the grofwtiternet use in Sud Mennucci. One
such change that can be identified is the impadh®me businesses’ profit margins. As
residents started to use the internet to researcéspor order products, local commerce had
to adapt by lowering their prices.

In turn, Sud Mennucci's Commercial, Business, agddultural Association uses the internet
to access the national network of commercial infaron. That allows them to liaise with the
Séo Paulo Commercial Association (ACSP) and prosetgices and consultation (on credit
status and consumer records, for instance) ovantdnet. The Brazilian Credit Protection
Agency (SPC) can also be accessed through theattéfet the Association, although it is a
major entity in the city, does not have its own wigdy bulletin board or other communication
and organization tools.

2.2.4 Local businesses and media

Virtually no local companies or organisations cetesitly use the internet for communication
purposes. While there are some Orkut communbileg,s, and websites created by local
residents — referring to events, parties, anddballsocial column — in general, they are still
rather low profile.

Local enterprises are rarely present on the inteeven though they may be part of a group
that has a very well-structured website. A goodmXa of this is Pioneiros Bioenergia
group’s alcohol plant, the main local industry. the later stages of this research, the website
www.pioneiros.comindicated on the Municipality’s and sugar carguistry Unica’s web
pages as belonging to the group, was not availégeiever, the Damha group, which
controls a number of local enterprises such astke canch and an animal feed and mineral
complements plant, presents a rather well develogiedface on the internet. It is part of the
Encalso group, of which Damha represents the nrainmagribusiness. The Damha group

is not based in Sud Mennucci, nor was its websteelbped there.

The Municipality is not only an internet accessvider for the vast majority of city residents
but is also the local player with the most impottarbsite. The administration’s web page is
currently a vital source of information, for examlbout the city's profile, revenues of the
Executive branch, investments, main infrastructleeelopments and initiatives, tourist
attractions, and so on.

Neither of the Municipality’s two newspapers, e News and theJornal da Cidade, has a
web site. They both plan to, though the time-scatesuncertain. The recently-launched
Jornal plans to build its audience, consolidate a permiateam of professionals, identify its
market share, establish a consistent strategyatthrihe audience and achieve the financial
sustainability to maintain an internet connectioonty then will it consider developing an
internet version of the newspaper.
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With Municipality and City Council advertisementsdsannouncements among the main
source of funds, the independence of these vehgksother issue to consider. Since
political relations in the Municipality are not gasverybody knows each other and there are
lifelong rivalries, achieving balance in media cage appears to be crucial. Excessive
criticism or favouritism towards some of the citgisongest political groups is highly
undesirable, and a publication is likely to finskiff ‘punished’ for this with restricted access
to politicians or to advertisement funds in theufet

The Jornal da Cidade does not plan to focus exclusively on politicgliss. Tourism, for
instance, is likely to be a key area. The newspspéiorts to consolidate its audience are
likely to focus on promoting the city, which is lkted on the margins of the Tieté river, near
the Parana river and the state border with Mats&iralo Sul. Thdornal top management’s
view is that, while Sud Mennucci leads the wayemtis of the internet, the Municipality’s
website needs further development overall and Bpailty in relation to tourism. In
comparison with the websites of other municipaiiie the region, Sud Mennucci's can
certainly be improved.

2.2.5 Local democracy and communication with the Municipality

Unprecedented events during the 2008 municipatiefecdemonstrate the importance of a
better structured, informative and reliable webgitéhe everyday life of local people. Part of
the Municipality’s website was down during mosttoeé campaign, to avoid the risk of
opposition accusations that the incumbent was ub@@dministration’s web page in his re-
election campaign. This decision, an act of viraedf-censorship on the Municipality’s part,
illustrated how communications issues can becomgx in some circumstances, and
demand hard choices.

Celso Junqueira’s campaign team hired an outsidgaay to use the internet strategically in
the campaign, including cellular phone messagesvsathe web. On the other hand, the
campaign of PTB’s candidate Jodo Evaristo, whelfied second in the elections, made less
use of the internet. So little, in fact, that anelireent by an Evaristo constituent was a
noteworthy event — in which he declared his drelhanges to the city, supported the
opposition candidate and criticized the incumb8nime other people also took electoral
actions via the internet (through Orkut, under é&@Nvhickname, sending emails to friends,
and so on), but these were not designed by campgaigmdinators or carried out in an
organised fashion.

Despite the strength of the internet in the Muratity, local residents still prefer to go and
shake hands with politicians — a key symbolic actemd an element that helps to illustrate
the nature of the electoral process in Sud Mennidite city does not make use of radio
campaigning, so if candidates want to be succeti#fyl have to do their best at personally
engaging with constituents. Democracy in Sud Mennisaessentially based on every single
vote, person-to-person, gained in the streets gbaing to door, after each handshake.

Sindsud (the Municipality’s public servants uni@hpse to avoid direct involvement in the
elections, on the grounds that it is not the org@tion’s role to support any candidate. A
member of the current union board, treasurer Aotdfarco Lisboa, was elected city
councillor by the PDT (Partido Democratico Trabsthj the Democratic Labour Party).
Lisboa did not run an internet campaign, eithehwited assistance or on his own. To amass
his 272 votes, or 5.14% of the overall constitueacyl rank fifth amongst the nine city
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councillors elected in 2008, Lisboa based his cagmpan his own capacities and charisma,
built over the last eight years and with door-t@doampaigning.

Some describe democracy in Sud Mennucci as thestiiityiving in the days of/oto de
cabresto®; others point to interesting democratic advancesierthe district of Bandeirantes
D’Oeste.

For example, one person interviewed for this redealaimed that people would like to
participate more, to get organized and make demautshey are afraid of exposing
themselves and do not all feel they have free ehimi¢heir vote. This is a typical
phenomenon in small Brazilian cities. The situai®that a very few political groups (often
historically composed of entire families) imposeittpower over the great majority of the
population, making arbitrary decisions that affaties’ political and economic reality.
Disputes among these influential groups are intamseaffect freedom of choice and civil
liberties for the majority of the people. Peopleddo have very strong identifications with
one or other political group, and this identificatienables politicians to intensify their
control over their supporters. Although this pheeaon has been decreasing during Brazil's
history as a republic, there are still situatiamsvhich politicians control the votes of their
supporters and protégées, or even buy the votiespoiverished people (for example with a
pair of shoes, medicine, etc.). It is often easfrid evidence of this at election times.

Another respondent, a resident of Bandeirantesst&)eeads the situation in a radically
different way. A teacher at José Benigo Gomes RyirSahool, she described how a ‘district
group’, a type of homeowners association, had tdeemmunication with the Municipality.
Residents hold meetings to identify local needssatgriorities. Typically, meetings are
attended by one person from every block in thehi®grhood, who brings the opinions of
their neighbours. On more controversial prioritgid®ns, the district group undertakes
surveys. Of four local priorities recently estabkd in Bandeirantes d’Oeste, three have
already been implemented by the municipal admatistin and the fourth, a community
centre, is about to be built.

The local internet signal in Bandeirantes d’Oestg diso improved, which has helped
communications. Previously the weak signal hadnpted complaints from some residents
that this was potentially ‘digital city’ discrimitian against them. The reasons for the
difficulties included a growing number of users ane quality of the transmission
equipment; and when devices were replaced withigreapacity ones, signal downtime was
reduced. This has enabled local residents to madlex fise of the internet, such as online
education. For example, one local higher educatiogramme requires one day of physical
attendance at local university facilities, withamet-based activities on the remaining days.

In common with many other cities away from the leigfgurban centres, or located in regions
that are not of interest to telecom companies, ednucci faces several challenges. These
include: creating universal access to the interthetquality of the internet signal offered to
the network users; and the costs and feasibilityawing a broadband connection. This
situation itself poses structural challenges toetkercise of the right to freedom of
expression. In addition, the municipal network’samrece on the services of a sole company
for access to the internet places it in a diffiqdsition in relation to its autonomy and

9 Literally, ‘vote in a halter’. This refers tasgstem of maintaining political power by the abakauthority
or by buying votes.
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sustainability. This imbalance of power betweeaaal government and a private company;,
and its consequences for democracy and freedoxpoégsion, should be more deeply
analysed.

However, the Municipality’s initiative, in offerinfyee internet connection for the local
population, has been both innovative (one of tre &f this kind in Brazil) and successful.
This research shows that the Municipality’s pramsof internet services not yet affected the
exercise of democracy by the population. Howeteés, may change as people’s awareness
grows of the internet’s potential to foster the regsion of different views and a plurality of
voices. Because the internet is as yet little dmethe local social and political leaderships, it
is possible for the government to take an impaatidhon-interfering’ role in the
management of the local network. What we highlighhat this may not last forever — and
this possibility must be addressed in studiesare$eand recommendations for policy
makers and regulators in this field.

2.2.6 Younger people

Young people in Sud Mennucci use the internet éir ttiaily lives to broaden their horizons,
not only in educational activities but also in gio8.

Cicero Castilho Cunha State School has over 9@i&sts, in primary and secondary
education and in distance learning, who have abbe more familiar with the internet year
by year. The most popular uses are related tg,stwmdail and socialising via MSN, Orkut,
and so on. High school students and their physmsher created a blog where they solve
problems, post questions, discuss test resultsach. But when students need to debate an
important issue, the school’s fraternity groupsaligiprefer face-to-face contact (as in the
municipal elections); they visit all classes tdta students directly rather than use email for
example, or create a virtual newsletter or a syelsibg.

However, in the last electoral campaign, some siifilaternity members supported PSB’s
(Partido Socialista Brasileiro, the Brazilian SdisiaParty) Lucas Ganga running for city
councillor in 2008 and used Orkut messages to amwes. Ganga received a total of 209
votes, equivalent to 3.95% of the valid ones, ghth place among the nine councillors
elected. The candidate in tenth place receivedv83 — only 21 fewer than Ganga,
suggesting that even simple Orkut activity may hakecisive influence, which could
become significant in future municipal elections.

Students in the José Benigo Gomes municipal schoBlndeirantes d’Oeste, have begun to
innovate in their use of the internet. They arerk® learn how to create websites and blogs,
but shy about demanding the tools that may enhémedeaccess to information and freedom
of expression; they hesitate to say that the ggavernment or the Municipality should offer
such courses. Careful not to challenge the murieiginistration, one student respondent
suggested that those courses could be broughtdd/®anucci by an NGO or a company.

The José Benigo Gomes school currently offers adduft ‘Student-Monitor’ programme in
partnership with the municipal Secretariat for Eation, which emerged as a result of recent
enhancements to the municipal education sectisralt online course for teachers , students
and the community, aimed at teaching IT skills arwleasing the use of IT facilities. One
student using the José Benigo Gomes facilitiesalraady developing websites for local
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businesses and expected to develop a blog. Hehsdiidthers were also considering it
though had little idea yet of how to do so.

2.3 Implications for freedom of expression: some reflections

While little data exists about communications us&ud Mennucci, the findings and
experiences of researchers during this project pt@mme interesting reflections about this
situation, where internet access is provided fyethb Municipality.

This research, the first conducted in the Munigigalound no incidences of any websites
ceasing to operate or being explicitly censorethkeyMunicipality due to calumny, slander,
insult, ill-faith or because of publishing some ltdrgge to the Municipality. Ironically, the
Municipality was itself the only ‘victim’ of any @ restrictions, as it disabled part of its own
website to avoid potential problems in the 2008 wipal elections.

Yet the fact that the Municipality is the main imtet access provider highlights some key
issues, including data sharing, monitoring of eiti® internet use and data protection.

The local population is small and the informationazcess to the network lies in the hands
of the Municipality as a provider. These charast@rs certainly increase the risks related to
the use and sharing of data, so data handling beuas careful as possible. The
administration is currently reviewing the mecharsdor monitoring employees’ internet use
during working hours, in order both to follow up employees’ use of their working time and
to improve security of its intranet. This deseruese thorough debate about the nuances
involved.

For example, one of the organisations consultedignresearch considered that it was
important to check whether citizens were using webshat were ‘not recommended’, and
considered that in some circumstances punishmentd be appropriate for such ‘improper’
use of the free internet access. Yet they alsat felas unacceptable to monitor how long
people spent on research and other work-relatédtes.

Every internet service provider has to keep a eoduser navigation activities. This record
keeping is commonly part of the operation of ISPis. both for their own security in case of
legal disputes or cases of improper or even crih@ovities, and also for their internal
management and accountability. User navigation aaist be kept in secrecy, but they are
stored so that providers may protect themselvemstgaotential user issues with the law.

Reports of situations in Sud Mennucci have highédhthese issues. One young woman was
slandered on Orkut by several other users but ddaidt to go to court. Under Brazilian

law, it is possible to gain access to informatibow an individual's communications only if
this is requested by a court. An individual canigpiprough a court but this is usually a long
process and so many people give up. In this youmgam's case, the Municipality holds the
records of how many and which users simultanecarstessed the Orkut site, but it would
have required requests to the courts to retriexel#ta from Orkut and identify who was
responsible for which statements. The victim dettidet to proceed.

During this research project, the first of its kimee experienced some difficulties in
obtaining information and discussing the issueseitail. Articles and studies published
about the Municipality and its digital inclusionggramme have to date been broadly positive
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about the policy, as is appropriate. This was ifs¢ ore independent and potentially critical
research initiative, and some respondents’ behaveflected anxieties about this.

For example, one respondent was concerned abouséhthat could be made of his
statements, and chose to photocopy the researdhi@rsiew notes. We also note that one
Municipality team member chose to make a 10pm kelap call to the hotel where a
research team member was staying, to ask aboptalect, who was being interviewed, and
what the purposes of the investigation were. Waatcconsider that people’s unfamiliarity
with a more searching investigation justifies tkired of communication. While concerns are
natural, communicating in this way can appear tesrgtted intimidation.

At the time there was an ongoing dispute aboutthaicipal elections, involving several
legal actions (about overturning the selectionasfdidates, challenging a victory that had
already been accepted by the courts for a few daybratifying the re-election of the current
mayor). There was no reason for local leaders nduse these local political conflicts with
the work of researchers who were studying the deatisccand communication experiences of
the city in broader terms. But according to ttdividual who made the telephone call, the
research was seen as controversial enough tosspécions that it was being conducted in
collusion with the current administration’s pold@lmpponents. This, apparently, made the
researcher appear as some kind of ‘opposition-splye expression the caller used in that
conversation.

It is possible that a range of conflicts involvilngedom of expression may arise from the free
public provision of municipal internet access, my &ity or town. Sud Mennucci, as a
pioneering administration, will potentially havefatulties as a result of facing them first and
needing to develop responses. But its succesgbelrences in developing digital inclusion
and collaboration should help to create the riginditions to address them.
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3 Conclusions and recommendations

The experience of Sud Mennucci can be consideseat@essful one, particularly because of
its innovative character. The implementation ofrtnenicipal network has brought advances
to the city and its population, although this bgeite an intuitive process, with no prior
strategic planning by the local government.

The use of the network by the population is sgltypassive — the internet is still seen mostly
as a one-way medium. Its interactive potential a aity where the media are not
characterized by their vitality and plurality — hget to be explored by users. This lack of
appropriation of the internet for citizen empowentnmay be a consequence of the way the
municipal network itself has been built: a creativel well-intended government initiative,
but conducted with very little community particijat.

We believe that the more participatory the proodss municipal network implementation is,
the more democratic will be the management ofriatsvork and the services provided. The
social appropriation of the public network — areddbnsequent consolidation as a space for
democratic participation and free expression -irictly related to the level of accountability
and transparency guaranteed by the local admiti@tras well as the level of public
awareness about the possibilities offered by ttexmet as a space where individual, social
and political rights should be respected and defdnd

We suggest that the construction and maintenanae open architecture and transparent
management of the municipal network, with the actiwolvement of all stakeholders, are
key factors required to avoid any kind of filterjrigaffic shaping and even censorship by the
government. This is particularly important takingp consideration the political
environment of some of Brazilian cities, as desatin this research.

e The linkages between historical concentration afgoin the hands of a few families
and ownership of local media have been systemitieaplored by some of the
leading researchers on media and democracy in|Bvéeirecommend that the
possible extension of historical political influento local internet networks should
also be systematically observed and analysed.

e Werecommend that local steering committees should be createipervise and
evaluate the operation of local networks, with espntation from different interest
groups. This would be good practice in the creatibopen architectures, promote
transparent management and good governance of ipaimetworks and ensure that
infrastructure is built and used for the public doo

e Werecommend that strategies are developed to raise public ewess of the
empowering potential of the internet. It is impottéo avoid a purely technological
approach and to find ways to promote a perceptidhelocal internet network as a
public structure with profound implications on tecial, cultural, economic and
political life of the city. This is highly desiré&to help build a positive environment
for the full expression of human rights, includihg right to freedom of expression.

20



e Werecommend that capacity-building initiatives are consideesdan important
crosscutting element, to ensure that municipalnaienetworks are both democratic
and participative.
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